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Abstract 
This paper focuses on enhancing a username and password authentication scheme, which has some weaknesses because a 
username is publicly known and a password can be guessed. When an attacker knows or guesses a password correctly, the system 
is compromised. Therefore, this research focuses on this weakness and proposes an additional security token to this scheme by 
combining keystroke dynamics into the system. A username is typically not changed but a password is required to change 
frequently for a better security level. A username is typed frequently such that the familiar typing can be used as a behavioral 
biometrics of a user. Therefore, a keystroke dynamics profile is proposed using a trajectory dissimilarity technique to verify 
 to 
create a trajectory profile, which gives the best results of 4% equal error rate (EER) or 96% authentication accuracy. 
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1. Introduction 
Today, computers are crucial to human lives and a security on computer systems is also important to protect users 
from attackers. A username and a password have been used to authenticate a user on most computer systems. 
However, the username and password scheme has some weaknesses. An attacker who wants to impersonate a user 
can simply guess a correct password. A username is often not a secret and easy to know. In this paper, we 
c
username to enhance the authentication process. The concept is to use the keystroke rhythms (Keystroke Dynamics), 
which is a measure of the human rdware, like a keyboard only1. 
The Keystroke Dynamics is based on a principle of timing to press and release keys on a keyboard. The 
 Basic 
features of keystroke dynamics are as follows1. Key Hold Time is the time that starts pressing any key and holds the 
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key until releasing that key. Interkey Time is the time to change any key to another key which may have a positive 
or negative value. If the value is positive, the key is released before the next key is pressed. If the value is negative, 
the next key is pressed before the previous key is released or two keys are pressed on the overlap. Latency Time is 
the time to press any key until pressing the next key. It also equals to the time to release any key until releasing the 
next key. Fig. 1 shows the basic keystroke dynamics features as described previously and the keystroke dynamics 
can be used to create a unique user profile or signature. 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 1.  Basic features of keystroke dynamics 
 
We propose to combine Keystroke Dynamics to a username in order to strengthen the username and password 
authentication scheme. The reviews of related work are presented in the next section. Then, a key stroke data 
collection and a trajectory profile generation are described. In section 5, we proposed an authentication technique 
using a trajectory profile. Next, a keystroke feature selection is presented. Then, experimental results and 
comparisons are analyzed. Last, we conclude the paper with a summary in section 9.  
2. Related Work 
A Keystroke Dynamics Analysis (KDA) is an interesting topic in the area of variability and instability of the 
example, Haider and Abbas2 have presented using Neural Network, Fuzzy Classification, and Basic Statistic 
techniques. Some researchers used advanced techniques such as Artificial Intelligence to improve the performance. 
Senathipathi and Batri3 proposed a combination of Genetic Algorithm and SVM to enhance performance of KDA. 
Kaneko, Kinpara, Shinomi4 proposed a concept to eliminate the variability of data by using Hamming Distance to 
filter data with high variance out of the control limit to make the system more accurate. We briefly summarized 
several techniques of relevant studies as shown in Table 1. 
 
Table 1.  Summary of techniques from relevant studies related to keystroke dynamics authentication. 
Authors Ref. Techniques  Authors Ref. Techniques 
T. Limpanuparb 1. Advance Statistics  J.Montalvao, et al. 12. Hidden Markov Models 
S. Haider, et al. 2. Neural, Fuzzy, Statistics  D. Tran, et al. 13. Markov and Fuzzy 
K.Senathipathi, K.Batri  3. GA, SVM  M. Rybnik, et al. 14. Vote 
Y.Kaneko, et al.   4. Hamming Distance  R. Giot, et al. 15. SVM 
P.Kang, S.Hwang, S.Cho  5. K-mean, learning windows  E. Maiorana, et al. 16. KNN 
Steven M.Walker  9. N/A  R.Gio, et al.  17. Statistic (Kruskal-Wallis) 
M. Brown, S.J. Rogers 10. Kohanen and MLP  C.-H. Jiang, et al. 18. Hidden Markov Models 
F. Monrosec, A. Rubin 11. KNN     
 
Various techniques were applied in the KDA, but each technique has both advantages and disadvantages. For 
example, A basic statistic technique2 is simple and takes less resource, including small space usage for storing data 
on a profile. However, a weakness is that the effect of data variation is high, and the accuracy of the authentication 
is not as high as desired. 
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The authentication performance of the individual study is also varied, such as T. Limpanuparb1 which consisted 
of 17 subjects and used a combination of statistical techniques CAV and PMAS. The performance was improved by 
using two threshold parameters which gave a high accuracy to 94.76% or 5.24% error rate. However, the parameters 
used in the calculation were complicated to find appropriate values by using an exhaustive search, which was time 
consuming if the number of users was large.  However, it is simple and easy to use in practice. Another work is P. 
Kang, S. Hwang, and S. Cho5 which reported the high accuracy. They used data from 21 subjects and classified 
them using K-Mean integrated with learning over time by moving windows and growing windows. The advantage 
of this idea was to maintain the performance of the system over time. Such method gave the performance of the 
system with the accuracy up to 96.2% or 3.8% error. However, the concept of learning principles by using windows 
integrated with classification technique brings high space requirements to store the pattern for each user. This 
weakness must be considered when a system with a large number of users is practically implemented. 
3. Keystroke Data Collection  
In this section, we designed and developed an application for collecting keystroke data on usernames from 20 
subjects as shown in Fig. 2. Each subject was assigned to type their username in 3 sets. Each set was collected at 
least one day apart to eliminate the variation over time and to be consistent with the use in a real system. For each 
set, a user typed in username 10 times, and each time was delayed for at least 5 seconds apart to reduce the variation 
of behavior while typing. The format of username is firstname followed by the first character of lastname. For 
example if a name is Kasem Wangsuk username will be kasemw , the assumption that the user is 
familiar with typing brings stability and uniqueness to the data collection. In summary, each subject was assigned to 
type 3 sets of username, each set contains 10 times of username typing data. Therefore, the amount of individual 
data was 30 records per user. Only the first set of data will be used to create a master profile for each subject and the 
remaining two data sets were used to measure the performance. The details will be discussed in the next section. We 
appointed 3 people to act as imposters. Each imposter requires to type one set of username of all subjects. It means 
that each subject has 3 sets or 30 records of forged username typing data. After collecting data of all 20 subjects, we 
have collected all the data up to 1,200 records of username typing data. Fig. 3 shows the distribution of number of 
characters from sample usernames. The range of sample usernames is between 6 to 12 characters with an average of 
nine characters. 
 
 
 
 
 
 
   
 
 
 
       Fig. 2.  Screen shot of a data collection application.          Fig. 3.  Distribution of number of characters from sample usernames 
4. Trajectory Profile Generation 
In our study, the first data set (the first 10 records of inputs) was used to create a master profile. This is based on 
a realistic concept that the data to generate a profile of a user should come from a user registration procedure for the 
first time. However, a research proposed to use learning concepts and modify the profile over time5, which is not 
focused in this study. The first set of data was converted to a master trajectory profile of a user by using two feature 
data of keystroke dynamics and transforming to the coordinates of each point on a trajectory as shown in Fig. 4(a). 
Each username typing data was used to generate a trajectory, and each point on the trajectory is each letter in a 
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username. The coordinate of each point on the trajectory will be selected and extracted from the features of the 
keystroke dynamics data of that username. This will be defined in the two dimension coordinates of X and Y axes. 
This idea provides a virtual trajectory with the fact that a feature in X axis and another feature in Y axis are 
fluctuated and varied. We created a master trajectory profile by averaging on the 10 lines of the trajectory as shown 
in Fig. 4(b). Each subject had one master trajectory profile for authentication purpose. 
 
 
 
 
 
 
 
 
 
 
   Fig. 4(a)  The concept of converting keystroke data to trajectory        Fig. 4(b)  Master trajectory profile generated from the first data set 
5. Keystroke Verification 
The concept of measuring the similarity of trajectories6 was used for this study by creating a master trajectory for 
authentication purpose. We proposed an idea to measure the dissimilarity of trajectory by using the sum of a 
distance of each point on the trajectory to compare with the master trajectory, which is the target of verification. 
Then, it is determined whether the sum of the distance is over a control limit or not. We described details of 
measuring the distance differences in trajectories and verification rules as follows. 
5.1. Dissimilarity Measurement 
We began with measuring the distance of a point on a trajectory profile to a point on a master trajectory profile 
using Euclidean distance, which is the concept of the study presented by P.Laurinen, et al.6. Equation (1) shows a 
dissimilarity formula using Euclidean distance and Fig. 5 shows the trajectory graphs between feature X and Y. A1 
to An is a trajectory profile to be verified and B1 to Bn is defined as a master trajectory profile generated from the 
first set data of a username. 
 
 
                                                                                                                                                                                      (1)         
 
 
     Two sample trajectories (Trajectory A and B) are presented as shown in Fig. 6. The trajectory B is closer to the 
Master trajectory than the trajectory A. Therefore, it could be verify as a legitimate user. The next section described 
how to validate the trajectory. 
 
 
 
 
 
 
 
 
 
          Fig. 5.  Trajectory dissimilarity measure with Euclidean.                            Fig. 6.  Example of trajectory comparison 
 
      

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5.2. Verification Rules with Trajectory Dissimilarity  
We described how to measure and calculate the dissimilarity of the trajectory in the previous section. Such 
method is only to find a dissimilarity value but not yet to identify as a legitimate or fake user. This section proposed 
how to identify the ownership of the username. From the previous section, we created a master trajectory profile and 
measured the dissimilarity of two trajectories. If the dissimilarity value is close to zero, a chance to be an authentic 
user is high. However, an appropriate degree of dissimilarity is needed to be determined. Thus, we proposed to use a 
principle of a statistical theory7 for authentication method as follow. 
 Calculate the trajectory dissimilarity of the 10 username data of the first data set of owner against the master 
trajectory which determines from the same data set. 
 Calculate a mean and a standard deviation of the dissimilarity level from the previous step. 
 Define the authentication equation in equation (2) as follow: 
 
                                                                      (2) 
 
Denoted that: 
Adiss: The dissimilarity of the trajectory to verify authentication.  
BAvDiss: The mean of the dissimilarity of the 10 username trajectories from the first data set of owner.  
BStdDiss: The standard deviation of the dissimilarity of 10 username trajectories from the first data set of owner. 
Sigma: The allowance factor, which is predefined as 3.00 by following the theoretical Six Sigma  rule and adjusted 
to fit with the experimental data from the subjects.  
 
From the steps above, equation (2) was used to verify a user. When f(x) equals to zero, it is identified as an imposter 
or a fake user. If f(x) equals to one, it is specified as an authentic owner or a legitimate user. 
6. Feature Selection Study 
This section presents a feature selection study from several features that adapted from the basic features of 
keystroke dynamics. The features under studied are as follow:  
 H/1000 is hold time divided by 1000 for normalization to make the significant of various features in to the same 
levels, 
 I/1000 is interkey time divided by 1000,  
 L/1000 is latency time divided by 1000,  
 H/Total is a ratio of hold time to the total time of username typing,  
 I/Total is a ratio of interkey time to the total time of username typing,  
 L/Total is a ratio of latency time to the total time of username typing,  
 H/Sum H is a ratio of hold time of that key with the total hold time of every key in username,  
 I/Sum I is a ratio of interkey time of that key with the total interkey time of every key in username,  
 L/Sum L is a ratio of latency time of that key with the total latency time of every key in username.   
However in our system, two features are needed to create the trajectory coordinate X, and Y. Therefore, we have 
devised a method to measure the performance of each feature by adapting a theory on measuring the performance of 
process statistics8 as shown in equation (3) 
 
                                                                                             (3) 
 
Denoted that: 
CpkGenuine is an average of capability of an owner of any features in a username. Every feature of each key of  
typing data of an owner will compare with the mean and standard deviation of the feature of the first data set. 
CpkImpost is an average of capability of an imposter of any features in username. Every feature of each key of  
typing data of an imposter will compare with the mean and standard deviation of the feature of the first data set of 
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username. The following equation was adopted from statistic theory8 as shown in equation 4.
, ,
, (4)
Denoted that:
Cpk is a process capability value which determines how close to the target and how consistent to around average
performance. This will be selected from the minimum value between Cpu and Cpl values. The high value means that 
the process is high capability.
Cpu is the capability measure against with upper limit specification of the target value. This value can determine
that how well of data variation and how close to the target value.
Cpl is the capability measure against with lower limit specification of the target value. This value can determine that 
how well of data variation and how close to the target value.
USLB is upper specification limit of target which is determined from the average value of target and plus with 3
times of standard deviation value of them.
LSLB is lower specification limit of target which is determined from the average value of target and minus with 3
times of standard deviation value of them.
A, A are an average and a standard deviation respectively of the data that we need to determine capability value 
against with target.
B, B are an average and a standard deviation respectively of the target that we use as a reference for determining
the capability of other data.
Therefore, a selected feature must give the highest value of FeatureCap in the first two rankings and that features
were used to generate a trajectory because the capability of the owner was higher than the imposter. This is related
to the authentication result which will give the most accurate. We experimented with this concept on 3 subjects, and 
the results are shown in Table 2, which "I/1000" and "L/1000" were selected due to the highest FeatureCap in 2 
subjects out of 3 subjects.
Table 2. Feature capability measurement results from 3 subjects
7. Experimental Results
From the previous section, we selected the 2 best features that expected to be used for authentication verification.
We implemented an application with C# language as shown in Fig. 7. to process data from 23 subjects, which were
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20 genuine users and 3 imposters. The application uses the selected features for creating a trajectory and performing 
an authentication process by adjusting allowance factors until the EER (Equal Error Rate) is stable. EER is a 
parameter where FRR (False Rejection Rate) and FAR (False Acceptance Rate)1,17 are equal or very similar. We 
programmed the application to create a trajectory profile from a pair-wise every existing feature and then perform an 
authentication verification process. The experimental results of the verification show that a trajectory profile using 
the selected features, "Interkey/1000" and "Latency/1000," gives the highest accuracy, which is matched with the 
feature selection model in the previous section. The experiments give a result of 4% EER (FAR = 4%, FRR = 4%), 
at the allowance factor is equal to 2.76. It means that the authentication of these features gives the accuracy of 96%, 
which is considered highly effective. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 7. An application for the authentication verification 
8. Comparison with related works 
The result of this study is compared to several studies in Table 3. However, several researchers provided better 
authentication performance than this study, such as P. Kang, S. Hwang, and S. Cho5 (EER = 3.8%), C.-H. Jiang, S. 
Shieh, J.-C. Liu18 (EER=2.54%), but most of them used advanced techniques for data processing and used of big 
data set. For example, C.-H. Jiang, S. Shieh, and J.-C. Liu18 proposed to use Hidden Markov Models and tested on 
58 subjects. The 20 samples for each subject were collected but it is tedious to collect the data on a real system. The 
result of the study was reported the Error Rate at 2.54%. Comparing to our study, the numbers of subjects are 20 
people and 10 samples were needed to make a master trajectory and this research used the basic technique and easy 
to understand. In addition, the Error Rate is only 4%. However, our study still has some weaknesses in an adaptive 
trajectory generation, which updates trajectory profile over time. If a user  typing behaviour is changed, the 
authentication result will give lower performance. This research uses a simple technique, and requires a small set of 
sample data to create a master trajectory profile which is suitable for the real system. It is important to note that this 
comparison does not use the same data set but uses the same performance metric, which is EER.  
 
Table 3. Equal Error Rate Comparisons 
Authors Ref. Techniques EER  (%) 
C.-H. Jiang, et al. 18. Hidden Markov Models 2.54 
P.Kang, et al. 5. K-mean, learning windows 3.8 
Proposed Technique N/A Trajectory Dissimilarity 4% 
M. Brown, S.J. Rogers 10. Kohanen and MLP 4.2 
L.Taweetham 1. Advance Stat. 5.24 
Steven M.Walker  9. N/A 5.4 
R. Giot, et al. 15. SVM 6.96 
D. Tran, et al. 13. Markov and Fuzzy 8.6 
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9. Conclusion 
A username and password scheme is widely used today for user authentication. However, a username and a 
password are not enough to verify a user because a password may be easy to know or guess. Therefore, we proposed 
an additional token for authentication by creating a keystroke dynamics profile on a username. In this paper, the 
keystroke dynamics authentication was proposed to verify username typing behaviour with trajectory dissimilarity. 
From our experiments, the statistical theory of feature selections was accurate because it gave the best result on the 
verification process. The dissimilarity against the master trajectory and the statistical theory for authentication 
verification are explicitly discussed. We proposed the keystroke dynamics profile on a username with a small set of 
sample data using trajectory dissimilarity technique as an additional authentication token. The results show that the 
proposed technique gives 4% of EER or 96% of accuracy. The result of this study has demonstrated a contribution 
of this work on a combination of human behaviour to strengthen the authentication scheme with simplicity and good 
performance. 
10. Future Works 
From the weakness of this study as mentioned above, we are interested in studying the performance of the system 
over time by integrating a learning system and modifying a master trajectory profile. If typing behaviour of a user 
has changed, the profile also needs to be modified. This may result to be able to apply the authentication scheme 
with keystroke dynamics to be used in a real system. For example, we can integrate it into a security system of 
computers or may apply it on mobile phones or portable computers, which are very popular in nowadays. We are 
particularly interested in using the keystroke profile for enhancing a security of those mobile devices. 
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